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Basic: Vulnerability Assessment 

Summary 
This document shall serve as an introduction to the subject of security vulnerability 
assessments. It will focus primarily on vulnerability assessments performed from an 
external / remote location (like that of an actual hacking attack).  

In many situations the terms risk assessment and penetration test may be used inter-
changeably with vulnerability assessment. 

Purpose 
The primary purpose of a security vulnerability assessment is to determine the existence 
of security weaknesses in the intended environment and measure the amount of 
associated risk with each identified finding. Measurement of associated risk should be 
based upon the analysis of the identified information, the information security industry 
and how the risk associates with the affected organization. The evaluator should be 
familiar in most cases with the details of the assessed organizations industry. 

 

Our current networked world is interconnected through public and private networks 
which are continuously broadcasting and exchanging both trivial and confidential data. 

Electronic information in many scenarios is the most important asset of these 
interconnected organizations. Protecting this sensitive information from those with 
malicious intent is a crucial element in the world of information technology 
administration. Information security is a dedicated and evolving industry focused on 
providing environments with the highest level of data safety and privacy.  

In order to accurately assess the level of risk associated with interconnected networks, 
we must investigate the environment from the viewpoint of the attacker.  

A vulnerability assessment is the process of testing a device or system for the presence 
of security threats by simulating the methods of an actual hacker. Most assessments 
perform more than 2,000 individual security tests on each target device or host. These 
tests are developed by participating industry security professionals who are highly 
knowledgeable and expertly skilled. Test results are processed and filtered into an 
assessment report, which provides details on the type of risk discovered and the 
appropriate remediation actions. 

Quite often, a risk is identified which is irrelevant or nonexistent. These inaccurate risks 
are classified as false positives, and should be discarded. False positives occur during 
the testing phase when a particular test fails to accurately interpret returned results.  

An example false positive: 

A security test designed to match the text “hacker”, would be falsely triggered if the 
email for Harvey Ackerson (hackerson@hotmail.com) was checked by the test. 
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The above scenario is only an example of 1 of the many types of false positives that are 
consistent with security vulnerability assessments. 

Methods of attacks and assessment tools vary quite significantly throughout the 
industry. It is important to note that almost all methods of attack provide some level of 
value. Below is a simplified description of the 2 most common types of attackers. 

Attacker A: This attacker will be noted as the type who has specific interests or a 
focused attention on the organization at hand. This type of attacker will continually 
dissect each layer of the targets security until a satisfactory level of breaching is 
acquired. This attacker is usually very knowledgeable in this industry and highly capable 
of remaining undetected. Of the two types of attackers discussed in this document, this 
attacker is the most dangerous. 

Attacker B: This attacker has chosen a particular vulnerability and set of tools in which 
they are highly comfortable with. This type begins to search for organizations that are 
potentially vulnerable to the chosen risk. This attacker does not have a valid interest in 
the target organization. In many cases this type of attacker is less knowledgeable and 
discovered more often. 

An assessment which provides the highest level of value to an organization is one which 
simulates that of Attacker A. Each discovered level of security should be investigated in-
depth in order to fully understand the interaction between security layers and their 
effect on the overall security infrastructure. Each identified layer should then be 
subjected to all currently available relevant security tests. These tests are used to 
identify specific security risks and the existence of general types of security threats. 

Growth within the information security industry over the past 10 years has elevated 
awareness and technology to new heights. New tools, exploits, products and services 
are developed each day and should be evaluated individually to ensure consistency and 
value. 

On average, more than 15 new security risks are identified and released to the general 
public each business day. In addition to publicly released threats, many more are 
identified and kept deep within the hacker community only to surface much later after 
significant damage has already been done. 

The following trend analysis chart depicts the total number of identified security risks as 
discovered from January 1, 1997 through July 17, 2003. 
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Many industries have adopted semi-annual and quarterly security assessment schedules 
as standard proactive security. Unfortunately with this many daily identified security 
threats, quarterly security assessment schedules are neither adequate nor valuable. 

The adoption of this assessment frequency was partially due to the introduction of 
security assessment practices at such a late stage in this industries evolution. More 
frequent scheduling would have been very difficult to incorporate due to the cost of 
individual security assessments. Fortunately, cost has been significantly reduced as 
automated tools and services are now more widely available and much more accurate 
and consistent than an average human assessment. 

While automation increases, and assessment costs are reduced many organizations are 
adopting a more frequent scheduling system. Monthly and weekly security assessments 
are quickly becoming the latest trend in protecting and ensuring data security and 
privacy. Each performed assessment provides an organization with an additional 
opportunity to identify and remediate serious risks before attackers locate the threat. 

Weekly vulnerability assessments across multiple large networks can easily lead to 
mountains of reports and documentation. To solve this dilemma, electronic report 
storage and management solutions have already begun to emerge. 

Still many organizations continue to market single assessment solutions as the method 
of choice, while newer cutting-edge companies are developing security management 
consoles to increase manageability over risk. 

Security assessment management consoles are primarily designed to be an interface for 
the scheduling, assessing and viewing of security vulnerability assessments. Commonly 
developed to be used within a standard web-browser these management consoles 
become simple to use, yet powerful security control centers. Everything from plotting 
out more than 5 years of scheduled assessments to complete remediation tracking and 
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organizational reporting is included in many of these accomplished management 
consoles. 

RALPH ™ (“Remote Assessment Logically Programmed Humanoid”) is the newest 
revolutionary technology available within the security management console era. 

RALPH ™ is an artificially intelligent application which has been designed to administrate 
the Remote Assessment ®, Enterprise Management Console ™. RALPH ™ is capable of 
logically choosing the correct scheduling frequency and intensity for a set of pre-defined 
systems. RALPH ™ includes components which allow him to analyze assessment results, 
generate notifications/alerts, dynamically modify assessment types and scheduling as 
well as perform countless other calculations and functions. Simply, RALPH ™ may be 
deployed to replace a human security engineer, by performing tasks to protect and 
monitor security levels. Robots such as these, will continuously monitor the security and 
health of an organizations security infrastructure, and alert the appropriate staff in the 
event an issue arises. With the advent of this type of technology, no longer do we wait 
and hope systems are secure, but feel increasingly comfortable to focus on real business 
objectives. 

In conclusion, a vulnerability assessment may be viewed as a necessary function in 
order to accurately gauge an organizations level of potential security risk. It is highly 
recommended that security assessments be performed on a consistent basis to limit risk 
exposure, and increase control over privacy and security. 

Loyal A. Moses – CEO / CTO 
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