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Background 
The Widgetizer 5000 is an application that performs automatic billing for customers for 
services rendered. The application stores customer credit cards in an encrypted format 
that are used for automatic billing on a monthly basis. These procedures cover the 
maintenance of the encryption keys used to encrypt the customer payment details and are 
intended for the uses of both documenting the processes associated with encryption as 
well as identifying areas in compliance with the Payment Card Industry Data Security 
Standard (PCI-DSS). 
 
The Widgetizer 5000 application implements encryption of payment information by 
using a two-tiered encryption architecture. The application maintains an encryption table 
of 1000 AES-256 keys1, which mitigates the risk of any single key becoming lost or 
broken, as well as the use of unauthorized key substitution2. Payment information is 
encrypted using a random selection of one of the keys in the encryption keys table and 
the encrypted details are stored in the payment information table.  Only asymmetric 
encryption algorithms are used by the Widgetizer 5000 application.  There are no 
symmetric encryption algorithms such as RSA implemented3. 
 
The entire encryption keys table is further encrypted using a master encryption key (key-
encrypting key). The password for the master key is not known by any one individual4 
and is stored within the application in an unreadable format. The master key is stored 
only on the application server and is backed up to a separate tape from the rest of the 
application5.  Keys are not distributed outside of the application server6. 

                                                 
1 PCI Requirement 3.6.1 
2 PCI Requirement 3.6.7 
3 PCI Requirement 3.6.9 
4 PCI Requirement 3.6.6 
5 PCI Requirement 3.5.2 
6 PCI Requirement 3.6.2 
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Data Encryption Process 
The Widgetizer 5000 application encrypts customer payment details securely and in 
compliance with the PCI-DSS.  Only the customer’s credit card number (PAN) and 
expiration date are encrypted within the application.  The data encryption process 
consists of the following steps: 
 

1. Customer payment information is received either via a pass-through web 
application or directly entered into the application by call center personnel. 

2. One of the 1000 encryption keys is randomly selected by the application. 
3. The application uses the master key and master key password to decrypt the 

randomly selected encryption key into memory. 
4. The randomly selected encryption key is used to encrypt the account number and 

expiration date of the payment data. 
5. The encrypted payment data is stored in the payment information table along with 

the index of the encryption key used. 
 
The data encryption process can be visualized using the following diagram. 
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Figure 1 - Data Encryption Process 
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Data Decryption Process 
When payment details need to be decrypted to bill for services, the following decryption 
process is followed: 
 

1. The encrypted payment data is read from the payment information table along 
with the index of the key used to encrypt the data. 

2. The index is used to collect the encrypted data decryption key. 
3. The master encryption key stored in the application is used to decrypt the data 

decryption key. 
4. The data decryption key is used to decrypt the encrypted payment data. 
5. The decrypted payment data is combined with unencrypted data such as the 

customer name and billing address. 
6. The customer is charged for services using the combined payment information. 

 
The data encryption process can be visualized using the following diagram. 
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Figure 2 – Data Decryption Process 
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Data Encryption Key Update Process 
On a quarterly basis7, or after an incident has occurred8, the data encryption keys are 
changed within the application. The process for generating new data encryption keys is 
the following: 
 

1. Invoke the “privileged” mode within the application, which terminates all other 
connections. 

2. Execute the “Data Encryption Key Update” process. 
3. For each key in the encryption keys table, the following is performed: 

A. The key is decrypted using the master key. 
B. A new key is created. 
C. Each set of customer payment data that has used the selected encryption key is 

decrypted and then re-encrypted using the new key. 
D. The new key is encrypted with the master key. 
E. The new key replaces the old key in the encryption keys table. 
F. The old key is automatically destroyed9. 

 
The data encryption key update process can be visualized using the following diagram. 
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7 PCI Requirement 3.6.4 
8 PCI Requirement 3.6.8 
9 PCI Requirement 3.6.5 
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Master Key Update Process 
On an annual basis, or after an incident has occurred, the master encryption key is 
changed within the application. The process for generating a new master key is the 
following: 
 

1. Invoke the “privileged” mode within the application, which terminates all other 
connections. 

2. Execute the “Master Encryption Key Update” process. 
3. To generate a new master key, a pair of passwords for the new key must be set.  

These passwords should not be known by the same person. 
4. Manager “A” creates, inputs and confirms the first password. 
5. Manager “B” creates, inputs and confirms the second password. 
6. The new master key is generated using the combined passwords and stored within 

the application in an unreadable format. 
7. For each key in the encryption keys table, the old master key is used to decrypt 

the encryption key and the new master key is used to encrypt the decrypted data 
encryption key. The newly encrypted key is written back to the encryption keys 
table. 

8. The old master key is destroyed by the application10. 
9. Optionally, the Data Encryption Key Update Process is also performed. 

 
The master key update process can be visualized using the following diagram. 
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Figure 4 - Master Key Update Process 

                                                 
10 PCI Requirement 3.6.5 
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Key Access Details11

The keys used for encrypting data are stored securely and access to the keys remains 
extremely limited for both the data encrypting keys and the master key. 

Master Key Encryption Protections 
The master key is protected by the following controls: 

• The master key requires two halves of a password, each half of which is known 
by a separate party.  No single individual has knowledge of both halves of the 
password12. 

• There is no direct access to the master key from within the Widgetizer 5000 
application, except for the ability to generate a new master key. 

• Accesses to the file storing the master key are logged by the operating system.  
File permissions restrict access to the master key file to administrative accounts 
and the application account only. 

Data Encryption Key Protections 
The data encrypting keys are protected by the following controls: 

• Data encrypting keys are stored in encrypted form by the master key. 
• There is no direct access to these keys within the Widgetizer 5000 application. 
• Database accesses to the data encrypting keys are logged by the database. 
 

Only the DBAs would have direct access to the data encrypting keys13, but their access 
would be logged and they would need to also have both the master key file and password 
to decrypt the data encryption keys. 
 
System administrators and backup operators14 and would have indirect access to the data 
encryption keys by way of the files that make up the database. In order to decrypt the data 
encryption keys, they would need to obtain a copy of the master key file (which they also 
have access to) and both portions of the master key password (which they do not have 
access to) and they would need to either load the database file into an offline database or 
forensically extract the data encryption key table. 
 

Master Key Custodianship 
The master key has a password constructed of two halves. These halves are held only by 
two separate managers and their immediate supervisors. Each of these four persons is 
required to sign the key custodianship forms acknowledging their duties and 
responsibilities regarding the confidentiality of the master key password15. 
 
                                                 
11 PCI Requirement 3.6.3 
12 PCI Requirement 3.6.6 
13 PCI Requirement 3.5.1 
14 PCI Requirement 3.5.1 
15 PCI Requirement 3.6.10 
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Appendix A – Sample Key Custodian Form 
 
The following is a sample of the key custodian form that must be signed by all key 
custodians: 
 
 
I understand that I have been selected as a key custodian for the master encryption keys 
for the Widgetizer 5000 application. My duties are to generate my half of the master 
encryption key when necessary and that I am to protect the integrity of this password at 
all times.  If it is written down, then the written password should be secured within a 
secure, locked area, preferably a safe.  
 
The only person I should share this password with is my alternate, _________________. 
At no time will I share this password with anyone else, especially including personnel 
whom maintain the other half of the master encryption key password. 
 
 
____________________                                                         _______________________ 
      Print Name                                                                                    Signature 
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Appendix B – Relevant PCI Requirements 
The following PCI requirements are relevant to the key management procedures for the 
Widgetizer 5000 application: 
 
3.5 Protect encryption keys used for encryption of cardholder data against both disclosure 
and misuse. 

3.5.1 Restrict access to keys to the fewest number of custodians necessary 
3.5.2 Store keys securely in the fewest possible locations and forms. 

 
3.6 Fully document and implement all key management processes and procedures for 

keys used for encryption of cardholder data, including the following: 
3.6.1 Generation of strong keys 
3.6.2 Secure key distribution 
3.6.3 Secure key storage 
3.6.4 Periodic changing of keys 

• As deemed necessary and recommended by the associated application 
(for example, re-keying); preferably automatically 

• At least annually. 
3.6.5 Destruction of old keys 
3.6.6 Split knowledge and establishment of dual control of keys (so that it 

requires two or three people, each knowing only their part of the key, to 
reconstruct the whole key) 

3.6.7 Prevention of unauthorized substitution of keys 
3.6.8 Replacement of known or suspected compromised keys 
3.6.9 Revocation of old or invalid keys 
3.6.10 Requirement for key custodians to sign a form stating that they understand 

and accept their key-custodian responsibilities. 
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